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ARRANGEMENT ON THE RECOGNITION OF COMMON CRITERIA CERTIFICATES IN 
THE FIELD OF INFORMATION TECHNOLOGY SECURITY  

SERTIT,  the Norwegian Cert if icat ion Author ity for IT Sec  urity,  i s  a member of the  
above Arrangement and as such this confirms that  the Common Cr iteria  
cert if icate  has been issued by or under the authority of a Party to this 
Arrangement and is the  Party’s c laim that  the cert if icate has been issued in 
accordance with the terms of  this Arrangement  

The judgements contained in the cert if icate and Cert if icat ion Report  are those of  
SERTIT which issued it  and the Norwegian evaluat ion fac i l ity  (EVIT) which carried  
out  the evaluat ion. There is  no implicat ion of acceptance by other Members of 
the Agreement Group of l iabi l ity  in respect  of those judgements or for loss  
sustained as  a result  of rel iance placed upon those judgements by a third party.  
The Common Criteria R ecognit ion Arrangeme nt logo printed on the cert if icate  
indicates that  this cert if icat ion is  recognized under the terms of the CCRA July 
2nd 2014.  

The recognit ion under CCRA is l imited to cPP related assurance  packages or EAL 2  
and ALC_FLR CC part  3 compone nts.  

 

 

MUTUAL RECOGNITION AGREEMENT OF INFORMATION TECHNOLOGY SECURITY 
EVALUATION CERTIFICATES (SOGIS MRA)  

SERTIT,  the Norwegian Cert if icat ion Author ity for IT Security,  is  a member of the  
above Agreement and  as such this confi rms t hat  the Common Criteria cert if icate  
has been issued by or under the authority of a  Party to this Agreement and is the  
Party’s c laim that  the cert if icate has been issue d in accordance with the terms of  
this Agreement  

The judgements contained in the cert if icate and Cert if icat ion Report  are those of  
SERTIT which issued it  and the Norwegian evaluat ion fac i l ity  (EVIT) which carried  
out  the evaluat ion. There is  no implicat ion  of acceptance by other Members of 
the Agreement Group of l iabi l ity  in respect  of those judgements or for loss  
sustained as  a result  o f rel iance placed upon t hose judgements by a third party.  

Mutual  recognit ion under SOGIS MRA applies t o components up to E AL 4.  
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2 Abbreviations 
 

ACL    Access Control  L ist   

ATM   Asynchronous Transfer Mode   

BGP   Border Gateway Protocol    

CC   Common Criteria for In formation Technology Security Evaluat ion  

  ( ISO/IEC 15408)  

CCRA Arrangement on the Recognit ion of Common Criteria Cert if icates in 
the Field of Information Technology Security  

CEM   Common Methodology for In formation Technology Security 
Evaluat ion  

CL I    Command L ine Interface   

EAL   Evaluat ion Assurance Level  

EOR   Evaluat ion Obse rvat ion Report  

ETR   Evaluat ion Technical  Report  

EVIT  Evaluat ion Faci l ity  under the Norwegian Cert if i cat ion Scheme for IT 
Security  

EWP  Evaluat ion Work Plan  

LAN   Local  Area Network  

MAC  Media Access Control   

MPLS  Mult i -Protocol  Label  

OSPF   Open Shortest  Path First   

POC  Point  of Contact  

QoS   Quality of Service   

QP  Qualif ied Part ic ipant  

RADIUS  Remote Authenticat ion  

RFC  Request  for Comments   

SERTIT  Norwegian Cert if icat ion Authority for IT Securi ty  

SPM  Security Pol icy Model 

ST   Security Target  

TACACS+  Terminal  Access Control le r Access Control  Syst em Plus   

TCP   Transmission Control  Protocol  
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TOE  Target  of Evaluat ion  

TSF   TOE Security Funct ions  

TSP  TOE Security Pol icy  

UDP  User Datagram Protocol   

VPN  Virtual  Private Network   
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4 Executive Summary 

4.1  Introduction 

This Ce rt if icat ion Report  states the outcome of the Common Criteria secur ity 
evaluat ion of ZXCTN 6000 Series of Access Router  version v3.10.10 Bui ld 12 to the 
Sponsor,  ZTE Coperat ion,  and i s intended to assist  prospect ive consumers when 
judging the suitabi l ity  of the IT security of the product  for their part icular 
requirements.  

Prospect ive consumers are advised to read thi s report  in conjunct ion with the 
Security Target [1]  which specifies the funct ional,  environmental  and assurance 
evaluat ion requirements.  

4.2  Evaluated Product  

The version of the product  evaluated was ZXCTN 6000 Series of Access Router and 
version v3.10.10 Bui ld 12.  

These products are  al so described in this report  as the Target  of Evaluat ion (TOE).  
The developer was ZTE Coperat ion.  

The TOE is a ZXCTN 6000 Series of Access Rout er running v3.10.10 Bui ld 12.  

A ROUTER is a device with Layer -2 switch and offers Layer -3 capabil it ies.  As a 
Layer 2 switch –  i t  analyses incoming frames,  makes forwarding decisions based on 
information contained in the frames,  and forwards the frames toward the 
dest inat ion. The layer -3 enabled switch supports rout ing of the traff ic .  Routers 
may create or maintain a table of the avai lable  routes and thei r condit ions and use 
this information along with di stance and cost  algorithms to determine the best  
route for a g iven packet.  Routing protocols inc lude BGPv4 and OSPFv2.  

Detai ls  of the evaluated configurat ion,  inc luding the TOE’s support ing guidance 
documentat ion,  are g iven in Annex A.  

4.3  TOE scope 

The TOE scope is described in the Security Target  [1]  sect ion 1.4.1 and 1.4.2.  

4.4  Protection Profile Conformance  

The Security Target [1]  did not  c laim conformance to any protect ion profi le.  

4.5  Assurance Level  

The Security Target [1]  specified the assurance requirements for the evaluat ion. 
The assurance incorporated prede fined evaluat ion assurance leve l  EAL  2,  
augmented by ALC_FLR.2.  Common Criteria Part  3 [4]  describes the scale of 
assurance g iven by predefined assurance level s EAL1 to EAL7. An overvie w o f CC is  
g iven in CC Part  1[2] .  
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4.6  Security Policy  

The TOE security  pol icies are detai led in  Security Target [1]  sect ion 3.3.   

4.7  Security Claims 

The Security Target [1]  ful ly  specifies the TOE ’s  security object ives,  the threats  and 
OSP’s which these object ives counter or meet,  and security funct iona l  
requirements and security funct ions to elaborate the object ives.  Al l  of the SFR’s 
are taken from CC Part  2 [3] ;  use of this standard fac i l itates comparison with other 
evaluated products.  

4.8  Threats Countered  

 T.AUDIT_REVIEW  
Act ions performed by users may not  be known to the administrators due to 
act ions not  being recorded or the audit  records not  being reviewed prior to 
the machine shutt ing down, or an unauthorize d administrator modifie s or 
destroys audit  data.  

 T.NO_PRIVILEGE  
An unauthori zed user may gain access to inappropriately v iew, tamper,  
modify,  or delete TOE Security Funct ional ity data.  

 T.MEDIATE  
An unauthori zed ent ity may send impermissible information through the 
TOE which results in the exploitat ion of resources on the network.  

 T.NO_AUTH _SESSION  
A user may gain unauthorized access to an unattended session and alter the 
TOE security configurat ion.  

 T.NO_AUTH_ACCESS  
An unauthori zed user gains management access to the TOE and alter the 
TOE security configurat ion.  

4.9  Threats Countered by the TOE’s environment  

There are no threats countered by the TOE ’s  e nvironment.  

4.10  Threats and Attacks not Countered  

No threats or attacks that  are not  countered are described.  

4.11  Environmental Assumptions and Dependencies  

 A.NO_ EVIL&TRAIN  
The authorized administrators are not  careless ,  wil l ful ly  negl igent,  or 
host i le,  and wil l  fol low and abide by the instruct ions provided by the TOE 
documentat ion,  inc luding the administrator gu idance;  however,  they are 
capable of error.  The administrators are traine d in the appropriate use of 
the TOE.  
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 A.CONNECTIVITY  
Al l  TOE external  interfaces except  for the network traf fic/data interface are 
attached to the internal  (trusted) network.  Th i s inc ludes:   

o RADIUS,  TACACS+ se rver interface (opt ional)  
o SNMP/SYSLOG interface (requi red)  
o NTP interface (requ ired)  
o SSH interface for remote c l ient  (at  least  one of  the local  or remote 

administrat ion c l ient  is  requi red)  
 A.PHYSICAL  

The TOE wil l  be located in an environment that  provides physical  security to 
prevent unauthorized phy sical  access,  commensurate with the value of the 
IT assets protected by the TOE and uninterrupt ible power,  temperature 
control  required for rel iable operat ion.  

 A.REMOTE_AUTH  
External  authenticat ion services wil l  be avai lable via either 
RADIUS/TACACS+, or both when the TOE is configured to use remote 
authenticat ion.  

 A.TIMES  
External  NTP services wil l  be avai lab le.  

4.12  IT Security Objectives  

The fol lowing object ives must  be met by the TOE:  

 O.AUDIT_REVIEW  
The TOE wil l  provide the priv i leged administ rators and authenticat ion 
administrators the capabil ity  to review Audit  data and wil l  restrict  audit  
review to administrators who have been granted expl ic it  read-access.  The 
TOE wil l  generate audit  records which wil l  inc lude the t ime that  the event 
occurred and the identity of the administrator performing the event.  

 O.MANAGE 
The TOE must  provide se rvices that  al low effec t ive management of its 
funct ions and data and rest rict  access to the TOE Management funct ions to 
the priv i leged administrators and authenticat ion administrators.  

 O.IDAUTH  
The TOE must  uniquely ident ify and authenticate the c laimed identity of al l  
administrat ive users be fore grant ing managem ent access. 

 O.MEDIATE  
The TOE shal l  control  the flow of information among its network 
connect ions according to rout ing rules and BGPv4/OSPFv2 rout ing protocols 
which prevent the communicat ion with trusted  routers f rom modi ficat ion,  
insert ion and replay errors.  

 O.TOE_ ACCESS  
The TOE wil l  provide mechanisms that  control  an administrator’ s logical  
access to the TOE and to deny access to unattended session to configure the 
TOE.  
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 O.ROUTE 
The TOE shal l  be able to accept  rout ing data from trusted routers according 
to BGPv4/OSPFv2.  

4.13  Non-IT Security Objectives  

 OE.TIMES  
NTP server wil l  be avai lable to provide accurate/synchronized t ime services 
to the TOE.  

 OE.CONNECTIVITY  
Al l  TOE external  interfaces except  for the network traf fic/data interface are 
attached to the internal  (trusted) network.  Th i s inc ludes:   

1.  RADIUS,  TACACS+ se rver interface (opt ional)  
2.  SNMP, SYSLOG interface (required)  
3.  NTP interface (requ ired)  
4.  SSH interface for remote c l ient  (at  least  one of  the local  or remote 

administrat ion c l ient  is  requi red)  
 OE.NO_ EVIL&TRAIN  

The authorized administrators are not  careless ,  wil l ful ly  negl igent,  or 
host i le,  and wil l  fol low and abide by the instruct ions provided by the TOE 
documentat ion,  inc luding the administrator gu idance;  however,  they are 
capable of error.  The  administrators are traine d in the appropriate use of 
the TOE.  

 OE.PHYSICAL  
The operat ional  envi ronment provides the TOE with appropriate physical  
security to prevent unauthorized physical  access,  commensurate with the 
value of the IT assets protected by the TOE and uninterrupt ible power,  
temperature control  required for rel iable operat ion.  

 OE.USERS  
All  administ rators are “vetted” to help ensure their trustworthiness,  and 
administrator connect iv ity to the TOE is rest ri cted. Non -administ rat ive 
ent it ies may have their packets routed by the TOE, but  that  is  the extent  of 
their authorizat ion to the TOE's resources.  

4.14  Security Functional Requirements  

 FAU_GEN.1 Audit  data generat ion  
 FAU_GEN.2 User ident ity associat ion  
 FAU_SAR.1 Audit  review  
 FAU_STG.1 Protected audi t  trai l  storage  
 FAU_STG.4 Prevention of aud it  data loss  
 FDP_IFC.1(1)  Subset  information flow control  (unauthenticated)  
 FDP_IFC.1(2)  Subset  information flow control  (export  pol icy )  
 FDP_IFF.1(1)  Simple security attributes (unauthenticated)  
 FDP_IFF.1(2)  Simple security attributes (export  pol icy)  
 FDP_UIT.1  Data exchange integrity  
 FIA_AFL.1  Authenticat ion fai lure handling  
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 FIA_SOS.1  Verificat ion of secrets  
 FIA_UAU.2   User authenticat ion before any act ion  
 FIA_UAU.5   Mult iple authenticat ion mechanisms  
 FIA_UID.2  User ident ificat ion before any act ion  
 FMT_MOF.1  Management of security funct ions behaviour  
 FMT_MSA.1  Management of security attributes  
 FMT_MSA.3  Stat ic  attribute init ial izat ion  
 FMT_MTD.1(1) Management of TSF data  
 FMT_MTD.1(2) Management of TSF data  
 FMT_MTD.1(3) Management of TSF data  
 FMT_MTD.1(4) Management of TSF data  
 FMT_SMF.1    Specificat ion of management funct ions  
 FMT_SMR.1 Security roles  
 FTA_SSL.3 TSF -init iated terminat ion  
 FTA_TSE.1   TOE sess ion establ ishment  
 FTP_ITC.1(1) Inter-TSF trusted channel (SSH)  
 FTP_ITC.1(2) Inter-TSF trusted channel (RADIUS/TACACS+)  
 FTP_ITC.1(3) Inter-TSF trusted channel (NTP)  

4.15  Security Function Policy  

The TOE provides:  

 Handling of packet  flows using the OSPFv2,  and BGPv4 protocols  
 Local  and remote administrat ion  
 Authenticat ion,  either in the TOE or through TACACS+ or R ADIUS.  
 Administrator Profi les to permit  or deny access to a hierarchical  branch or 

specific  commands.  
 Audit  
 Management and configurat ion of the TOE  
 Mitigate DoS attacks 

4.16  Evaluation Conduct  

The evaluat ion was carried out  in accordance with the requirements of the 
Norwegian Cert if icat ion Scheme  for IT Security as described in SER TIT Document 
SD001[5] .  The Scheme is managed by the Norwegian Cert if icat ion Authority for IT 
Security (SERTIT).  As stated on page 2 of thi s Cert if icat ion Report ,  SER TIT is  a 
member of the Arrangement on the Recognit ion of Common Criteria Ce rt if icates in 
the Field of Information Technology Security  (CCRA),  and the evaluat ion was 
conducted in accordance with the terms of this Arrangement.  

The purpose of the evaluat ion was to provide assurance about the effect iveness of 
the TOE in meeting its Security Target [1] ,  which prospect ive consumers are 
advised to read. To ensure that  the Security Target [1]  gave an appropriate 
basel ine for a CC evaluat ion,  it  was fi rst  itself evaluated. The TOE was then 
evaluated against  this basel ine.  Both parts of t he evaluat ion were performed in 
accordance with CC Part  3 [4]  and the Common Evaluat ion Methodology (CEM) [6] .  
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SERTIT monitored the evaluat ion which was carried out  by the Brightsight  B.V  
Commercial  Evaluat ion Faci l ity  (EV IT).  The evaluat ion was completed when the 
EVIT submitted the final  Evaluat ion Technical  Report  (ETR ) [9]  to SERTIT in 6 
September 2017. SER TIT then produced this Ce rt if icat ion Report .  

4.17  General Points  

The evaluat ion addressed the security funct ional ity c laimed in the Security 
Target[1]  with reference to the assumed operat ing environment specified by the 
Security Target [1] .  The evaluated configurat ion was that  specified in Annex A.  
Prospect ive consumers are advised to check that  this matches their ident ified 
requirements and give due considerat ion to the recommendations and caveats of 
this report .  

Cert if icat ion does not  guarantee that  the IT product  is  free from security 
vulnerabi l it ies.  Th is Cert i f icat ion Report  and t he belonging Cert if icate only reflect  
the view of SER TIT at  the t ime of cert if icat ion.  It  is  furthermore the responsib i l ity  
of users (both exist ing and prospect ive) to check whether any security 
vulnerabi l it ies have been discovered since the date shown in this report .  Thi s 
Cert if icat ion Report  is  not  an endorsement of the IT product  by SERTIT or any 
other organizat ion that  recognizes or  g ives effect  to this Cert if icat ion Report ,  and 
no warranty of the IT product  by SERTIT or any  other organizat ion that  recognizes 
or g ives effect  to this Cert if icat ion Report  is  ei ther expressed or implied.   



  

ZXCTN 6000 Series of Access Router  
Version v3.10.10 Bui ld 12  

EAL 2  

 

 

 

SERTIT-094 CR Issue 1.0  

8 November 2017  

Page 15 of 26  

 

5 Evaluation Findings 
The evaluators examined the fol lowing assurance c lasses and components taken 
from CC Part  3[4] .  These c lasses comprise the EAL 2 assurance package augmented 
with ALC_FLR.2.  

Assurance c lass  Assurance components  

Development  ADV_ARC.1  Security architecture descript ion  

ADV_FSP.2  Funct ional  specificat ion with complete 
summary  

ADV_TDS.1  Architectural  design  

Guidance documents  AGD_OPE.1  Operat ional  user guidance  

AGD_PRE.1  Preparat ive procedures  

L ife-cyc le support  ALC_CMC.2  Product ion support ,  acceptance procedures 
and automation  

ALC_CMS.2  Problem tracking CM coverage  

ALC_DEL.1  Del ivery procedures  

ALC_FLR.2  

Security Target  
evaluat ion 

ASE_ CCL.1  Conformance c laims  

ASE_ ECD.1  Extended components definit ion  

ASE_INT.1  ST introduct ion  

ASE_REQ.2  Derived security requirements  

ASE_SPD.1  Security problem definit ion  

ASE_OBJ.2  Security object ives 

ASE_ TSS.1  TOE summary specificat ion  

Tests  ATE_ COV.1  Analysis o f coverage  

ATE_ FUN.1  Funct ional  test ing  

ATE_IND.2  Independent test ing - sample  

Vulnerabi l ity  
assessment  

AVA_VAN.2  Vulnerabi l ity  analysis  

Al l  assurance c lasses were found to be sat isfactory and were awarded an overa l l  
“pass” verdict .  
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5.1  Introduction 

The evaluat ion addressed the requirements specified in the Security Target [1] .  The 
results of this work were reported in the ETR [9]  under the CC Part  3[4]  headings.  
The fol lowing sect ions note considerat ions that  are of part icular relevance to 
either consumers or those involved with subse quent assurance maintenance and 
re-evaluat ion of the TOE.  

5.2  Delivery 

On receipt  of the TOE, the consumer i s  recommended to check that  the evaluated 
version has been supplied,  and to check that  the security of the TOE has not  been 
compromised in del ive ry.  

5.3  Installation and Guidance Documentation 

Instal lat ion of the TOE must  be performed completely in accordance with the 
guidance l isted in the ST[1]  chapter 1.4.1 provided by the developer.  The 
preparat ive Procedures [7]  and Operat ional  User Guidance [8]  describe al l  
necessary steps to configure the TOE in the ce rt if ied configurat ion.  

These documents are a col lect ion of al l  secur ity relevant  operat ions and sett ings 
that  must  be observed to ensure that  the TOE operates in a secure manner.   

5.4  Misuse 

There is  always a risk of intent ional  and unintent ional  misconfigurat ions that  could 
possibly compromise confidential  information.  The user shou ld always fol low the 
guidance for the TOE in order to ensure that  the TOE ope rates in a secure manner.  

The guidance documents adequately describe the mode of operat ion of the TOE, 
al l  assumptions about the intended environme nt and al l  requirements for external  
security.  Suffic ient  guidance is provided for the consumer to effect ively use the 
TOE’s security funct ions.  

5.5  Vulnerability Analysis  

The Evaluators’  vulnerabi l ity  analy sis was base d on both public  domain sources 
and the visibi l i ty  of the TOE given by the evaluat ion process.  

The TOE are substant ial ly  s imilar to other rout er/switches on the market.  Thi s 
technology is  well -establ ished. The technology and possible vulne rabi l it ies are 
described in a series of public  documents.  

The evaluators asse ssed al l  possible vulnerab i l it ies found dur ing evaluat ion. 
Potential  vulnerabi l it ies were found and three turned out  to be possibly 
exploitable.  Al l  o f them are related to short  M D5 password for BGP and OSPF.  
Consequently the developer has updated the guidance to enhance the secure 
configurat ion of the TOE to reque st  the user use strong password (longer than 10 
characters which contains combinat ion of  alphanumeric  and special  characters) for 



  

ZXCTN 6000 Series of Access Router  
Version v3.10.10 Bui ld 12  

EAL 2  

 

 

 

SERTIT-094 CR Issue 1.0  

8 November 2017  

Page 17 of 26  

 

MD5 authenticat ion for the BGP and OSPF ,  and as a result  this issue has become 
moot.   

5.6  Developer’s Tests  

The developer test  plan con sists o f 6 dif ferent  categories.  In total  there are 27 
test  cases defined by the developer.  The categories are based on major grouping 
of security funct ional it ies,  and,  in combinat ion  with al l  SFR and TSFIs.  Al l  the TSF Is 
are covered by at  least  3 tests.  T he developer has performed test ing on the ZXCTN 
6120E-XF,  6150,  and 6180.  

5.7  Evaluators’ Tests  

The evaluator decided to sample at  least  1 test  per TSFI  to repeat,  except  for the 
EXIF_L_CLI,  where the evaluator sampled 2 tests as this interface provides 
important  security feature to l imit  only authenticated and authorized user can 
access the management interface of the TOE. As a result  there we re 7 tests from 
the developer tests were repeated by the evaluator.  

Furthermore the evaluator analysed the developer te st  plan to see whether 
addit ional  ATE tests could be performed, and devised addit ional  11 tests.  

During the test  the evaluator noted:  

•  There are 4 types of NTP authenticat ion scenario:  

 
Therefore to prevent the NTP authenticat ion fal ls  back to “no-
authenticat ion”,  the administrator must  make sure that  both the c l ient  and 
server NTP attent ion configurat ion is  complete,  i .e. ,  proper key value and 
proper key ID are both configured.  

•  The priv i lege escalat ion commend of the TOE,  the “enable”  command, doe s 
not  enforce password strength check.  Therefore the administrator must  
ensure that  the default  password of “enable” is  changed and strong 
password rule must  be applied,  as per described in [AGD -PRE]  sect ion 2.3.  

 

Client Server Synchronization

Incomplete Incomplete Y

Incomplete Complete Y

Complete Incomplete N

Complete Complete Passing authentication:Y;Otherwise N
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6 Evaluation Outcome 

6.1  Certification Result  

After due considerat ion of the ETR [9] ,  produced by the Evaluators,  and the 
conduct  of the evaluat ion,  as witnessed by the  Cert if ier,  SERTIT has determined 
that  ZXCTN 6000 Series of Access Router  version v3.10.10 Bui ld 12  running 
ZXROSng meet the  Common Criteria Part  3 augmented requirements of Eva luat ion 
Assurance Level  EAL  2 Augmented with ALC_FLR.2  for the specified Common 
Criteria Part  2 conformant  funct ional ity ,  in the specified environment,  when 
running on platforms specif ied in Annex A.   

6.2  Recommendations  

Prospect ive consumers of ZXCTN 6000 Serie s of Access Router  version v3.10.10 
Bui ld 12 should understand the specific  scope of the cert if icat ion by reading this 
report  in conjunct ion with the Security Target [1] .  The TOE should be used in 
accordance with a number of envi ronmental  considerat ions as specified in the 
Security Target.  

Only the evaluated TOE configurat ion shou ld be instal led.  This is  specified in 
Annex A with further relevant  information given above under Sect ion 4.3 “TOE 
Scope” and Sect ion 5 “Evaluat ion Findings”.  

The TOE should be use d in accordance with the support ing guidance 
documentat ion inc luded in the evaluated configurat ion.  

The above “Evaluat ion Findings” inc lude a number of recommendations relat ing to 
the secure receipt ,  instal lat ion,  configurat ion and operat ion of the TOE. The 
summary of the recommen dations are:  

 Sect ion 5.5:  
To prevent OSPF and BGP MD5 password bruteforce,  the administrator must  
configure these password with minimum 10 characters long using 
alphanumeric  and special  characters,  as pe r de scribed in [AGD -OPE]  sect ion 
3.12 and 3.13.  

 Sect ion 5.7  
There are 4 types of NTP authenticat ion scenario:  

 
Therefore to prevent the NTP authenticat ion fal ls  back to “no -
authenticat ion”,  the administrator must  make sure that  both the c l ient  and 
server NTP attent ion configurat ion is  complete,  i .e. ,  proper key value and 
proper key ID are both configured.  

 Sect ion 5.7  
The priv i lege escalat ion commend of the TOE, the “enable” command, does 
not enforce password strength check.  Therefore the administrator must  

Client Server Synchronization

Incomplete Incomplete Y

Incomplete Complete Y

Complete Incomplete N

Complete Complete Passing authentication:Y;Otherwise N
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ensure that  the default  passwor d of “enable ” i s  changed and strong 
password rule must  be applied,  as per described in [AGD -PRE]  sect ion 2.3.  
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Annex A: Evaluated Configuration 

TOE Identification  

The TOE consists of:  

Hardware:  

The l ist  of hardware models is  shown in T a bl e  1  

Model  Interface Description  Type 

ZXCTN 
608-GF  

Contains service interfaces and management & 
auxi l iary interfaces  

 

Service interfaces:  

2x 1 Gbps Optical  Ethernet  

2x 1 Gbps Electrical  Ethernet  

2x 1 Gbps Combo Ethernet  

 

Management & Auxi l iary interfaces:  

1x Fast  Ethernet  LCT (Local  craft  termina l  inter face)  

1x Mini  USB console interface  

 

Access 
Router 

ZXCTN 
608-
GE/GK 

608-G E is fan free design whereas 608 -GK cont ains a 
fan inside.   

Both routers contain service interfaces and 
management & auxi l iary interfaces  

 

Service interfaces:  

4x 1 Gbps Optical  Ethernet  

2x 1 Gbps Electrical  Ethernet  

2x E1 Inter faces  

 

Management & Auxi l iary interfaces:  

1x Fast  Ethernet  LCT (Local  craft  termina l  inter face)  

1x Mini  USB console interface  
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ZXCTN 
6120E-
XK/XF 

Both routers contains service interfaces and 
management & auxi l iary interfaces  

 

Service interfaces:  

2x 10 Gbps Optical  Ethernet  

4x 1 Gbps Optical  Ethernet  

4x 1 Gbps Electrical  Ethernet  

4x 1 Gbps Combo Ethernet  

 

Management & Auxi l iary interfaces:  

1x Fast  Ethernet  LCT (Local  craft  termina l  inter face)  

1x Mini  USB console interface  

1x Fast  Ethernet  external  alarm  

1x Fast  Ethernet  BITS/GPS inter face  

 

The 6120E-XK supports the addit ional  interfac e of 
E1.    

ZXCTN 
6120S  

Contains 1 main control  board slot  that  supports 
the fol lowing control  boards:   

SMDE 

SMDE(BS61)  

 

Contains 2 avai lable L IC card slots that  support  the 
fol lowing L IC cards:   

OIXG1 

OIXG2 

OIX6G 

OIGE8  

EIGE8  

OEIGE8  

OEIGE 

OEIFE8  
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E1E16-75  

E1E16-120 

OIS4  

ZXCTN 

6150 

Contains 2 main control  board slots for 1+1 
redundancy the slots support  the fol lowing control  
boards:   

SME 

SME(BS61)  

 

Contains 6 avai lable L IC card slots that  support  the 
fol lowing L IC cards:   

OIXG1 

OIXG2 

OIX6G 

OIGE8  

EIGE8  

OEIGE8  

OEIGE  

OEIFE8  

E1E16-75  

E1E16-120 

OIS4  

ZXCTN 

6180 

Contains 2 main control  board slots for 1+1 
redundancy the slots support  the fol lowing control  
boards:   

SMF 

 

Contains 10 avai lable L IC card slots that  support  the 
fol lowing L IC cards:   

OIXG1 

OIXG2 

OIX6G 

OIGE8  
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EIGE8  

OEIGE8  

OEIGE 

OEIFE8  

E1E16-75  

E1E16-120  

OIS4  

T a bl e  1  L i st  of  Mod el s  

Main control  boards:   

Main control 
boards 

Ports supported  

SMDE 

SMDE(BS61)  

Service interfaces:   

2x 10 Gbps Optical  Ethernet  

4x 1 Gbps Optical  Ethernet  

2x 1 Gbps Electrical  Ethernet  

1x E1 16-pin  

 

Management & Auxi l iary interfaces:  

1x Fast  Ethernet  LCT (Local  craft  termina l  inter face)  

1x Fast  Ethernet  Qx  

1x Fast  Ethernet  external  alarm  

1x Fast  Ethernet  BITS Interface  

2x Fast  Ethernet  GPS Interface  

SME 

SME(BS61)  

Management & Auxi l iary interfaces:  

1x Fast  Ethernet  LCT (Local  craft  termina l  inter face)  

1x Fast  Ethernet  Qx  

1x Fast  Ethernet  BITS Interface  

2x Fast  Ethernet  GPS Interface  

SMF Management & Auxi l iary interfaces:  

1x Fast  Ethernet  LCT (Local  craft  termina l  inter face)  

1x Fast  Ethernet  GPS Interface  
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T a bl e  2  L i st  of  Ma i n co ntr ol  boa r ds  

L IC cards:   

LIC cards Ports supported  

OIXG1 1x 10 Gbps Ethe rnet  opt ical  interface  

OIXG2 2x 10 Gbps Ethe rnet  opt ical  interface  

OIX6G 1x 1Gbps Ethernet  opt ical  inter face  

6x 1 Gbps Electrical  Ethernet  

OIGE8  8x 1 Gbps Ethernet  opt ical  interface  

EIGE8  8x 1 Gbps Electrical  Ethernet  

OEIGE8  4x 1 Gbps Electrical  Ethernet  and 4x 1 Gbps Et hernet  
opt ical  interface  

OEIGE  4x 1 Gbps Electrical  Ethernet  or 4x 1 Gbps Ethernet  
opt ical  interface  

OEIFE8   4x 100 Mbps Electrical  Ethernet  and 4x 100 M bps 
Ethernet  opt ical  interface  

E1E16-75  4x 1 Gbps Electrical  Ethernet  

4x 1 Gbps Ethernet  opt ical  interface  

1x SCSI  50-p in angle solder socket  (female) used for E1 
electrical  s ignals  

E1E16-120 1x SCSI  50-p in angle solder socket  (female) used for E1 
electrical  s ignals  

OIS4  4x 10 Gbps Ethe rnet  opt ical  interface  

T a bl e  3  L i st  of  l i ne  ca r ds  

Software:  

TOE  Product 
Software 

ZXROSng 
Operating 

system 

ZTE Carr ier  Grade 
Embedded Linux 

L inux 
Kernel 

608-
GF/GE/GK 

V3.10.10B1
2 

v4.00.30R3  CGEL_V5.0.1.30  3.10.55  

6120S  V3.10.10B1
2 

v4.00.30R3  CGEL_V_3.04.10.P6.F
5 

2.6.21  

6150 V3.10.10B1
2 

v4.00.30R3  CGEL_V_3.04.10.P6.F
5 

2.6.21  

6180 V3.10.10B1 v4.00.30R3  CGEL_V_3.04.10.P6.F 2.6.21  



  

ZXCTN 6000 Series of Access Router  
Version v3.10.10 Bui ld 12  

EAL 2  

 

 

 

SERTIT-094 CR Issue 1.0  

8 November 2017  

Page 25 of 26  

 

2 5 

6120E-XF/XK  V3.10.10B1
2 

v4.00.30R3  CGEL_V4.03.20_P6B3  2.6.32  

 

Guidance:  

•  Preparat ive Procedures ZXCTN 6000 Series Acc ess Router Running ZXROSng 
Operat ing System, v2.0,  10 August  2017  

•  Operat ional  Use r Guidance ZXCTN 6000 Ser ies Access Router Running the 
ZXROSng Operat ing System, v2.0,  14 August  2017  

TOE Documentation  

The support ing guidance documents evaluated were:  

[a] Preparat ive Procedures ZXCTN 6000 Series Acc ess Router Running 
ZXROSng Operat ing System, v2.0,  10 August  2017  

[b] Operat ional  Use r Guidance ZXCTN 6000 Ser ies Access Router Running 
the ZXROSng Operat ing System, v2.0,  14 August  2017  

Further discussion of the support ing guidance material  is  g iven in Sect ion 5.3 
“Instal lat ion and Guidance Documentat ion”.  

TOE Configuration  

The TOE was tested on the fol lowing models:  ZXCTN 608GK, ZXCTN 6180, ZXCTN 
6120S,  and ZXCTN 6120E-XK;  with software version 3.10.10 Bui ld 12,  conf igured 
according to [7]  and [8] .  

Environmental Configuration  

The TOE is tested in the fol lowing setup :  
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